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! Fault-Tolerance -- handling detectable but uncorrectable errors

— Recovery oriented techniques based on the last known “good” state

! Resilience -- protecting against undetectable errors

— Low overhead, #( )#*+ verification of data and calculations
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! Performance -- fast execution in an interrupt-free environment

— Coding for increasingly complex memory hierarchies

— Scaling in a many-core heterogeneous environment

! Resilience -- forward progress in an interrupt-rich environment

— Identify system failure modes

— Analyze the impact of failures on the application

— Keep the application running
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Efficiency of recovery oriented fault tolerance is limited

by reliability and overhead required to save ?ob states
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EXAMPLE: Resilience for timeliness works by isolating

the application from failure generated interrupts

Application

System Software

Real Time Detection, Analysis & Response

Run Time

Uptime

Wall Time

STOP CONT STOP CONT CONT

System Hardware

STOP

Resilience Layer

Production Time
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Conclusion: Resilience will be essential for correctness

and timeliness of applications running at extreme scale

! Reliability is poorly estimated by available system data which needs to

be much better reconciled to the application’s perspective

! Common cause failures cause an application mean time to fatal error

(AMTTFE) that is less than inversely proportional to system MTBF for

small jobs

! As systems grow in size and complexity, they will continue to become

less reliable for jobs of all sizes

! Current strategies for scheduling and running applications on

platforms with relatively large numbers of interrupts are sub-optimal

! Resilience can improve job throughput and provide valuable reliability

data with tools that monitor job progress, protect against errors, and

prevent unnecessary interrupts


